User's privacy issue is an important concern in Location-based Services (LBS) with widespread use. A well-known privacy preserving architecture for LBS is the Peer to Peer (P2P) model which allows users to collect other collaborators' locations through P2P network. Thus, it would incur the serious privacy disclosing if the users in P2P network maliciously collect those collaborators' locations. In this paper, we propose a spatial-cloaking algorithm which considers the being of the malicious collectors in P2P network. The key difference between our program and the existing schemes is that the collaborator map his location into an index which is not oneone mapping, so it can avoid the aforementioned issue in P2P network efficiently. In addition, our algorithm can also provide a personalized privacy-preserving for LBS in the road network. The experiment results show that our proposed algorithm is more efficient when it's compared to some existing work in terms of the communication cost, the anonymous time, the size of generated cloaking region and the success rate of anonymizing a location. 2015 18-19, December,
Introduction
Recently, due to the ubiquity of smart phones and mobile devices, as well as the rapid development of the wireless communication network, location-based services (LBS) have been widely used. In LBS, the mobile users utilize their precise location to gain the desired services. However, to get a service of high quality, mobile users must pay for the loss of their privacy. Because when a LBS query and an exact location are submitted, user's individual information (such as home address, work place, and interests) can be linked with the location query using some techniques, i.e. infer the identity by tracing locations users submitted [1] . Additionally, the LBS users are always moving on the road and require different levels of privacy as well as quality of services (QoS). Therefore, it is imperative to design a feasible privacy-preserving mechanism to address the privacy concerns of LBS.
To solve the privacy issue of LBS, many approaches based on spatial-cloaking have been well studied [2] [3] [4] [8] [9] [10] [11] [12] , which mostly employ a privacy metric called k -anonymity. To achieve the k -anonymity, queries related with k locations are submitted to the LBS server mainly through the centralized or Peer to Peer (P2P) architecture. The centralized architecture builds a cloaking region (CR) enclosing other k −1 users' locations with the help of the trusted location anonymizer, while the P2P architecture collects other k −1 collaborators' locations to form a CR via multi-hop communication. However, the location anonymizer is vulnerable to large-scale computing by anonymizing location and extracting accurate results for all users. Moreover, it's likely to be attacked by an adversary for having too much knowledge of the users' locations and queries [5] [6] [7] . The P2P model is first suggested by Chow et al. [8] , and greatly extended in some papers [9] [10] [11] [12] , for example, Che et al. proposes the dual-active model enabling users to collect neighbor peers' gathered location [11] , which avoids the deficiencies caused by the centralized anonymizer. Nervertheless, most existing approaches of the P2P model holding all peers in the P2P network are trustworthy. In this case, an adversary would easily collect others' locations if pretending to be a normal user. To this end, some cloaking algorithms without exposing the collaborators' locations to other peers in the P2P network have been proposed [13, 14] . They all have limiations for relying on Wi-Fi received signal strength of adjacent peers or time difference of arrival of beacon signal and the collaborators' blurred region to form a CR. Besides, these methods are performed in Euclidean space, which is not efficient to protect the users' locations when they are moving on the road. Motivated by this, we present a novel spatial-cloaking approach to preserve users' locations privacy in the mobile P2P network, which considers road constraints and personalized privacy requirements. To our knowledge, this is the first paper proposed to solve the location privacy issue in the P2P architecture of LBS under road-network. The main contributions of this paper are summarized as below: (1) supporting road-network environment. We divide the whole road-network into many cells based on the density of the road, so our work is appropriate in road-network environment; (2) resistance to location leaking in P2P model of privay-preserving LBS. In our program, the collaborators compute and share their location indexes based on their position inside a cell. In this way, when a LBS query peer receives a collaborator's location index, he can determine where he is inside the cell, but doesn't know the exact location; (3) providing personality privacy requirements. Based on the same user's loaction index, we can retrieve some dummy locations. By covering these different dummy locations, we can generate different CRs to meet a personalized privacy requirement.
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2.Preliminaries
In this section, we review some knowledge background related with our proposed program, then present the P2P system architecture and users' privacy requirements.
Road-network
Definition 1: Road-network graph. As depicted in Fig. 1, a 
Hilbert-filling Curves
The Hilbert-filling curves, as showed in Fig. 3 (a), first partition a 2-d space into some cells of the same size, and then traverse through all cells in a certain order without crossing. Fig. 3 (b) is a variation of the Hilbert-filling curve partitioning the space into cells of various sizes based on the road density 4, which means each cell including at least 4 road segements. Some work has utilized the Hilbert-filling curve to achieve privacy-preserving, which has an obvious drawback for mapping users in the same cell to a H-value,as shown in Fig. 3 (a) , the users b and c locate in the cell 5, so the H-value of their location is 5. This way can't differentiate people inside the cell well, resulting in a larger CR when the population density is low. 
P2P System Architecture and Privacy Requirements
As illustrated in Fig. 2 , there are two important entities in the P2P architecture of LBS: mobile users and LBS database servers. Mobile users are equipped with cellphones. The LBS user first communicates with other peers to organize a P2P network via ad hoc network rooting, then hide his location in a community by anonymity processing, and finally, he submits the query and CR to the LBS servers forwarding by the base stations. After receiving the query and CR, the LBS servers find a set of candidate results in their databases and return these results to the user. The user extracts demanding results from the candidate results with his precise location.
In the P2P system architecture of LBS, there are 3 types of adversaries: untrusted LBS servers, semi-trusted peers and eavesdroppers. Our paper mainly focuses on the untrusted LBS servers and the semi-trusted peers who can perform the inference attack or collude with other peers in P2P network. We provide that the semi-trusted peers can't deliberately send false information once they join a P2P network. In our framework, each mobile user has its own privacy profile which includes three parameters ( k ,l , A min ) in terms of k -a anonymity, l -diversity and a minimum area A min of CR. 
Our Cloaking Algorithms

Initialization
In the initialization phase, trust authority (TA) recursively partitions the whole road network into N cells, and sets a central server CS which can be a base station in the center of each cell. In the process of our partition, each cell includes at least 4 road segements and 1 road junction. Algorithm1 shows a detailed process of partitioning and filling the road network.
In the end, TA broadcasts the system parameter param=( H n , loc CS n , R n , N n , {v j n }, {r j n }) to the mobile users. For simplicity, we arrange {v j n } in an ascend order by d E ( loc CS n , v j n ) . 
Cooperative Sharing Phase
After initialization phase, each CS n first organizes mobile users locating in the cell n to form a cooperative group, and then periodically updates a list of registered collaborators
Regist=(UID , h user ,t k )
, where UID indicates the unique identity of the user, and h user is the location index of user at time t k . When a mobile user is willing to join the cooperative group, he computes his location as in Algorithm 2, and then shares a 3-tuple record (UID , h user ,t k ) with other mobile users by submitting to the CS n .
Anonymous Query Phase
When a mobile user in the cell n launches a query, he first refers to the CS n and the TA respectively for obtaining the list of registered collaborators Regist in the cell n and the positions of nodes, the horizontal angles or vertical angles of each edge in G n . After receiving these parameters, he can choose some collaborators whose time stamp t k in Regist is close to his current time and retrieve these collaborators' dummy locations as in Algorithm 3. Then, the query user can use these dummy locations and his location to generate a CR satisfying his privacy requirement. Based on user's location index, our algorithm can retrieve dummy locations in one cell to meet different privacy requirements. Fig. 4 
4.Experiments
This section evaluates the performance of our cloaking algorithms compared with the Dual-active [11] , the EDA [12] , and theX-region algorithm [14] . Our simulated data are generated by the Thomas Brinkhoff generator with a road network of Oldenburg which includes 6105 nodes and 7035 edges. We build 1758 cells of various sizes with l=4 over this road network. Table 1 We compare our algorithm with existing algorithms in respect of the communication cost, the anonymous time, the size of the CR and the success rate of anonymous . The communication cost is the average communitation hops and average size of transmitted messages in the phase of cooperative sharing, while the success rate of anonymous indicates the ratio of users in a cell who can be successfuly anonymized with a certain privacy level. respectively), while the user only communicates with the TA and some central servers in our model. Fig. 5 (b) reveals our algorithm is superior to the EDA and the X-region on the average size of transmitted messages. This is because the EDA transmit user's 2D coordinates in the message, whereas we transmit 1D value. The X-region algorithm has the worst result for transmitting an obscured region. Fig. 6 and Fig. 7 respectively show the response time and the size of region with different privacy levels when anonymizing a location. From these two Figures, we can draw that the response time and the size of cloaking region increase with more stricted privacy levels. We can also obersve that our scheme increases less than the other two methods for retrieving many dummy locations as shown in the Algorithm 3. Finally, we experimentally evaluate the success rate of anonymity for our scheme and compare it with the other two methods' result, as showed in Table 2 . From Table 2 , we can draw
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Zhengyuan Zhai a conclusion that our method reaches a higher success rate of anonymity with different privacy levels when 40 users scatter randomly in the cell. The cause accounting for such superior is that when there are k users in the cooperative sharing group, the user receives k locations to form a CR for the Dual-active and the EDA, while the user in our scheme can retrieve at most 4 k dummy locations as illustrated in the Formulas (3.3.4) and (3.3.5), which greatly increases the probability of a user locating in an anonymous group. 
Conclusion
In this paper, we propose a novel method of privacy-preserving LBS in mobile P2P network. Our program can solve the issue of exposing cooperators' location in traditional P2P architecture, also provides a personalized cloaking region for mobile users on the road by two mechanisms: mapping collaborators' location into an unrecovered index, and retrieving dummy locations based on an index. The experiment result turns out that our framework can reduce the communication cost and anonymize time efficiently, but we don't consider the moving speed of users and the query efficiency at the server side, which will be our research focus in the future.
